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AWS Marketplace Introduction

As more organizations store sensitive data in the AWS Cloud, security personnel must develop a strategy to protect their 
assets in those cloud environments. In the following whitepaper, SANS analyst and senior instructor, Dave Shackleford, 
will explore the controls that are critical to data security and how to scale on-premises data protection strategies to 
the cloud. You will learn key considerations around movement and performance to inform your own data protection 
strategy.

Following Dave’s perspective, AWS Marketplace will share how this process can be applied to your AWS Cloud 
environment with an introduction to relevant AWS services that can enhance your data security. Barracuda, and their 
security solutions available in AWS Marketplace, will also be featured as an available option that can facilitate your data 
security strategies and tactics.

The featured Barracuda Networks solutions for this use case can be accessed in AWS Marketplace 
 
Barracuda Cloud Security Guardian (CSG) 
Barracuda CloudGen WAF 
Barracuda CloudGen Firewall

https://aws.amazon.com/marketplace/pp/B07KF2X7QJ?qid=1560464146270&sr=0-13&ref_=srh_res_product_title
https://aws.amazon.com/marketplace/pp/B014GEC526?qid=1560464065077&sr=0-3&ref_=srh_res_product_title
https://aws.amazon.com/marketplace/pp/B010GKMEKW?qid=1560464065077&sr=0-1&ref_=srh_res_product_title


The Importance of Data Security in the Cloud

Global organizations are adopting cloud solutions for a variety of compelling reasons, 
ranging from new business opportunities to reduction in costs to overall improvements 
in operational efficiency. That makes security in the cloud more important than ever.

In the Cloud Security Alliance’s Top Threats to Cloud Computing research from August 
2018, organizations ranked data breaches as the top concern for cloud deployments—no 
different from the major concerns for on-premises assets.1 Naturally, this also means 
that as part of the shared responsibility model, organizations have the authority to 
enable controls in the cloud to protect data from exposure and attack. The good news is 
that more data security controls and products/
services are available than ever, and they are 
more fully mature. In this paper, we break down 
key controls and considerations for protecting 
your data in the AWS cloud, including encryption 
and key management, data loss prevention, 
classifying and tracking data, and more.
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[Registration required.]
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The Kinds of Data We’re Putting in the Cloud

As organizations put more sensitive data into the cloud, they are increasingly willing 
to better accommodate critical business needs by allowing such data in public cloud 
environments. In the most recent SANS cloud security survey, respondents from a 
variety of organizations worldwide indicated that they were storing business intelligence 
data (48%), intellectual property (48%), customer personal data (43%) and financial 
business records (42%), among many other types of data, in cloud environments.2 

At the same time, organizations have a need to meet regulations and compliance 
requirements focused on data security. The same cloud security survey also revealed 
that, for more than half of respondents (54%), privacy regulations such as the General 
Data Protection Regulation (GDPR) and the California Consumer Privacy Act (CCPA) have 
impacted existing or planned cloud strategy, with another 12% unsure of impact. 

When storing sensitive personal information in the cloud, 
it is imperative to choose a provider that can facilitate 
compliance to privacy regulations and has a global presence 
in the various regions needed to support these important 
regulatory requirements. Over time, it’s likely that more and 
more region-specific privacy laws and requirements will 
come about, which will necessitate choosing cloud provider 
partners that can keep pace with these changing controls 
and reporting needs.

Critical Aspects of Data Security in the Cloud

Mature organizations today need to address many considerations to adequately protect 
data, and that applies for their cloud deployments. In the cloud, these considerations 
range from classification to implementation of various controls to governance and 
process adaptation within cloud engineering and operations teams.

Data Classification Policies
Identifying standard definitions for data is easy. Putting them into practice and 
maintaining them is never as simple, but tools are definitely emerging to classify and 
track data in the cloud. Amazon Macie is a security service that uses machine learning 
to automatically discover, classify and protect sensitive data in the AWS cloud.3 Amazon 
Macie can recognize sensitive data patterns such as personally identifiable information 
(PII) or intellectual property, and provides organizations with dashboards and alerting 
tools that provide visibility and insight into how this data is being accessed or moved. 
The service automatically and continuously monitors data access activity for anomalies 
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privacy regulations and has a global presence 
in the various regions needed to support these 
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2   “SANS 2019 Cloud Security Survey,” May 2019, www.sans.org/webcasts/state-cloud-security-results-2019-cloud-security-survey-109760
3   This paper mentions product names to provide real-life examples of how security tools can be used. The use of these examples is not an endorsement 

of any product.

https://www.sans.org/webcasts/state-cloud-security-results-2019-cloud-security-survey-109760


based on usage profiles (both from individual accounts and metadata from the overall 
usage patterns of many accounts over time) and generates detailed alerts when 
potentially illicit access or data leaks are occurring. 

Any organization planning to store sensitive data in the AWS cloud should strongly 
consider enabling Amazon Macie to profile and monitor data of specific classification 
types, and send Macie events to Amazon CloudWatch for even more detailed alerting 
and automation workflow enablement. And Amazon Macie data, like several other 
security services’ output, can be sent to a new Amazon service called AWS Security Hub, 
which can aggregate security details across accounts and report on current security 
posture in a centralized console.

Types of Controls
Let’s explore some of the types of controls and focal areas most organizations rely on 
today for data security in AWS.

Encryption

Encryption is a major area of interest for cloud implementations, primarily because 
it offers one of the few true lines of defense when moving resources into outsourced 
environments. All types of data encryption are encompassed, ranging from data at rest 
to data in motion and even data in use within applications. Some challenges come 
along with this, however.

For data at rest in the cloud, organizations have several major types of encryption to 
consider:

•   File/folder encryption—File and folder encryption relies on applying a policy that 
dictates what to encrypt and who can access it.

•   Full-disk encryption for cloud workload storage volumes—Full-disk encryption 
can help solve the problem of data exposure within virtual machines, but key 
management is a major concern.

•   Specialized encryption (database, email)—Specific encryption for database 
columns or tables, as well as email stores, can be implemented in the cloud too.

•   Cloud-native storage encryption—For specialized storage options like Amazon S3 
buckets, encryption is easiest to implement through built-in AWS configuration 
options that allow for selection of encryption keys and access controls.

Each method has its pros and cons, and products and services are available in every 
category to assist in building a data encryption model that is sustainable and meets all 
necessary requirements. File and folder encryption products are generally compatible 
with cloud environments. For example, users with the appropriate rights to perform 
the encryption operation could easily encrypt files and folders in either a platform-as-
a-service (PaaS) or infrastructure-as-a-service (IaaS) implementation. The encryption 
product would need to be present within the instance, however, and the user profile 
would need to retain some sort of key accessibility. This can be an issue for PaaS 
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environments in particular, because user and role management systems may rely on 
vendor-specific APIs or internal systems that do not support the needed encryption key 
access. This can also be challenging for environments with numerous access types, such 
as partners, vendors and various internal roles.

For most organizations, enabling full-disk volume encryption for workloads in PaaS 
and IaaS implementations is an easy and relatively low-cost option. While not all of 
these encryption types truly support master boot record (MBR) encryption or granular 
recovery options, they really are not intended for this anyway (because these options 
are usually for mobile devices that could be lost). Instead, volume encryption protects 
any snapshots or replicas/backups taken automatically, and key management and 
integration are usually vastly simplified within the native cloud provider environment. 
In AWS, enabling Amazon Elastic Block Store (EBS) encryption is simple, using either 
the Amazon EBS customer master keys for the account or unique keys that are 
either uploaded into the AWS Key Management Service (KMS) or created there by the 
organization. Implementing the encryption is possible as a default option for all new 
workloads and storage volumes, or security teams can enable encryption on a volume in 
the web console in just a few steps. 

Protecting data in motion is important for the cloud, primarily in two places:

•   Between the on-premises environment and AWS, where sensitive data may be 
passing constantly in the case of hybrid architectures or intermittently for other 
cloud deployments

•   Internally within the AWS infrastructure, which would then rely on point-to-point 
tunnels between workloads, data encryption or both

Amazon makes site-to-site encryption simple with IPSec VPN connectivity to a virtual 
private gateway (VPG) object within a customer’s virtual private cloud (VPC). For more 
elaborate infrastructures, especially those with high-speed requirements or multiple 
inter- and intra-cloud connections, organizations may need customized hardware 
platforms and even acceleration solutions (available from a number of third-party 
vendors). Organizations can establish a true point-to-point private connection with 
the AWS Direct Connect service, too. This service provides a dedicated, guaranteed 
throughput connection to an on-premises environment, which functionally allows 
the AWS cloud to become an extension of the organization’s network. One important 
point is that dedicated point-to-point services for 
network connectivity, such as AWS Direct Connect, are not 
natively encrypted—this is a common misconception! To 
encrypt data for transit across AWS Direct Connect links, 
organizations need to enable VPN tunnels within them, or 
perform application- or data-level encryption.

Managing, storing and controlling encryption keys are 
critical factors when using encryption in the cloud. AWS KMS is a managed hardware 
security module (HSM) service within AWS. It is possible to create keys in a region 
or import them from in-house key-generation solutions. Numerous AWS services 
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are integrated with AWS KMS, including EC2 and S3. In fact, all major storage types 
within AWS now support various forms of encryption, all of which can be integrated 
directly with AWS KMS. Amazon’s KMS also includes an in-depth audit trail with AWS 
CloudTrail, where all API requests and actions related to AWS KMS and key access are 
logged securely.

Amazon also has independent management and auditing within AWS, so there is strong 
and documented separation of duties in place within the environment. Numerous 
compliance certifications/assertions are also in place for AWS KMS. For customers that 
need even more control over keys, AWS CloudHSM is a full HSM that the customer can 
provision, enabling it to generate and use its encryption keys on a FIPS 140-2 Level 
3-validated hardware platform. AWS CloudHSM protects your keys with single-tenant 
access to tamper-resistant HSM instances in your own VPC. You can configure AWS KMS 
to use your AWS CloudHSM cluster as a custom key store rather than the default AWS 
KMS key store, too, integrating the two services for simpler provisioning and use of keys 
within AWS storage services.

Data Loss Prevention

Data loss prevention (DLP) has been challenging for many organizations to implement 
in the cloud, primarily because of a lack of solutions and difficulty integrating with the 
cloud provider’s APIs. That has significantly changed in the past several years, however. 
In addition to tools like Amazon Macie as a cloud-native option, quite a few third-party 
providers have added products and services in the AWS Marketplace to offer network 
DLP (usually through the implementation of a virtual gateway appliance), as well as 
host-based DLP agents that can be installed 
into workloads and images, reporting back to 
a central monitoring and policy platform also 
deployed in the cloud environment.

Implementing DLP is a subjective decision 
depending on whether your organization is 
subject to internal or compliance-related 
requirements that may necessitate this 
particular control, but there are products 
and services that can help you accomplish 
this if needed.

Data Life Cycle Controls

The most common data life cycle model has 
seven phases, as shown in Figure 1.
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GENERATION

Phase 1 of the data life cycle is data generation. With regard to data generation and 
instantiation, security teams should focus on the following areas:

•   Ownership—Who owns and maintains the data that moves to the cloud? This will 
likely be a business unit or some sort of cooperative effort between business 
and IT. Data owners have a bad habit of forgetting that they are the data owners 
(placing this burden on the data custodians), so it’s a good idea to ensure that 
the actual stakeholders understand the risks and that they sign off on the level of 
cloud deployment and security controls needed to ensure the data remains safe.

•   Classification—What types of data are we tasked with managing? Look at data 
classification policies and cloud-enabled tools and services to help track and 
monitor specific data types.

•   Governance—Who is responsible for the data throughout the entire life cycle? 
Again, this could be one group or, more likely, a cooperative effort. For security 
professionals, ensuring data security throughout the entire life cycle (not just 
when it’s generated) is a top concern.

USE
 

Data use, the second major phase of the life cycle, involves the following major 
security concerns:

•   Data access—Enable data access controls that align with least-privilege business 
use cases.

•   Legal access—Determine whether the data will be accessible to legal counsel (for 
electronic discovery, for example).

It’s a good idea when planning cloud deployments to build a map or breakdown of the 
data types that will be accessed and used in the cloud, where they will be stored and 
who will need access to them. This exercise also enables teams to do a much more 
effective job of creating role and privilege strategies.

TRANSFER

The third phase of the data life cycle, data transfer, encompasses the movement of data 
between systems and applications. The fundamental concerns for this phase include:

•   Public/private networks—What kinds of networks are involved in data transfer 
(public or private)? For a cloud implementation, a hybrid of internal and external 
network resources is likely. Anything going across the internet, of course, is a 
public network.

How to Build a Data Security Strategy in AWS
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•   Encryption—Is the data encrypted during transfer? Data can be encrypted before 
transit, sent through an IPSec VPN tunnel or both.

There are many options to control and encrypt data in transit, whether through using 
native cloud technologies or third-party tools and vendor products. Many firewalls can 
now be used to create and terminate VPN tunnels easily, too, so a cloud firewall strategy 
may be another possibility to help with this.

TRANSFORMATION

Data transformation, the fourth stage, is where some sort of processing occurs, typically 
through the interaction with applications. The following are concerns and considerations 
during this phase:

•   Integrity—How will data integrity be maintained in the cloud environment? Data 
integrity will be handled through SLAs to ensure no corruption or data loss occurs.

•   Sensitivity—Will the data still be considered PII after modification? This 
classification largely depends on how the data is being sent to the cloud and 
processed. At one stage, it may be considered sensitive data, whereas at another 
it may be obfuscated or not have any recognizable qualities as personal or 
sensitive data.

•   Attribution—Will the data be attributable to an individual or organization after 
transformation? Again, this will depend on the applications in use and the manner 
of storage.

STORAGE

Cloud storage (stage 5) is a concern for obvious reasons. We have covered encryption for 
data at rest, and this is one way to potentially offset some of the risks of sensitive data 
stored in a cloud environment. Along with encryption and access controls, it’s a good 
idea to check on the SLAs for resilience, availability and processing/transfer, as well as 
ensure you can export data easily as needed.

ARCHIVAL

How is data backed up and archived? What are your data retention requirements for 
compliance and internal policy? For cloud implementations, consider the following 
areas during the data archival phase (stage 6):

•   Legal/compliance concerns—How long must the consumer store the data? For 
example, log files for PCI DSS compliance must be retained for a year.

•   Storage types—Different types of storage within AWS may be more suitable for 
longer-term archival. Amazon Glacier, for example, is an affordable way to perform 
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backups and archive data in the cloud, but performance is more limited. The 
service has several security measures built in, including IAM-controlled access, 
automatic AES-256 encryption and TLS-encrypted endpoints for secure transfer 
(both from the internet and within EC2 workloads).

DESTRUCTION
 

The last major phase of the life cycle is data destruction. For the cloud, you need to 
think about:

•   Getting a certificate of destruction from your cloud provider, if available

•   Simply encrypting all of your data and then shredding the key as a means of 
ensuring the data is unrecoverable

Data can be recovered from AWS physically, too, by using the Amazon Snowball or 
Amazon Snowmobile service. Amazon Snowball is a petabyte-scale data transport 
solution that uses devices designed to be secure to transfer large amounts of data into 
and out of the AWS cloud. Amazon Snowball devices use tamper-resistant enclosures, 
256-bit encryption and an industry-standard Trusted Platform Module (TPM) designed to 
ensure both security and full chain of custody for data, with all encryption keys stored 
in AWS KMS. The Amazon Snowmobile service is similar, but it is an exabyte-scale data 
transfer service used to move extremely large amounts of data to and from AWS via a 
45-foot-long, ruggedized shipping container, pulled by a semi-trailer truck.

User Behavior Analytics + User Activity Monitoring
While not specifically a data security control, the need to monitor user access to data 
has grown exponentially in recent years as a result of account compromise, insider 
threats and many other attack vectors, all of which necessitate keeping a closer watch 
on data altogether. Within AWS, enable Amazon GuardDuty to monitor for unusual 
activity or behavior related to users and workloads. Amazon GuardDuty is a threat 
detection service that continuously monitors for malicious activity and unauthorized 
behavior to protect customers’ AWS accounts and workloads. Amazon GuardDuty 
analyzes billions of events across multiple AWS data sources, such as AWS CloudTrail, 
Amazon VPC Flow Logs and DNS logs.

Differences in Security Controls for  
Hybrid Architectures

A number of data security concepts change in a hybrid architectures model. Some of the 
following are the most important to consider when building and planning your cloud 
architecture and operations strategy:

How to Build a Data Security Strategy in AWS
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•   Cloud provider SLAs and data availability/resiliency guarantees are now a part 
of your shared responsibility strategy. For example, many AWS S3 and S3 Glacier 
storage types offer 99.999999999% durability of objects over a given year (that’s 11 
nines). Most uptime guarantees are 99.5% and above, and service credits may be 
contractually guaranteed when these are not met. (Be sure to discuss with AWS 
beforehand and understand all contract terms.) This is a prime example of shifting 
some of the traditional responsibility of service uptime and integrity to the cloud 
provider. Being able to share the risk by transferring to the provider some (not 
all) responsibility for data availability and resiliency can possibly free some 
operational capacity to implement and maintain additional data security controls.

•   Secure transport of data is critical across certain data paths. While secure 
transport of data has always been important, creating a hybrid architecture 
requires transport of data across the internet, an untrusted network. Fortunately, 
between dedicated connections like AWS DirectConnect and industry-standard 
site-to-site encryption with IPSec, secure transfer of data is easy to accomplish in 
a hybrid architecture. Using third-party encryption gateways or network gateways 
can also facilitate secure data transfer in a larger deployment. 

•   Use of cloud-native data security controls is likely a requirement. Plenty of data 
security options are available in the AWS cloud, both from AWS and third parties. 
However, at least some of the cloud-native controls, such as AWS KMS, are likely 
needed to facilitate implementation of encryption easily. Other cloud-native 
services related to data security may be more affordable and easier to implement 
in AWS. These include AWS Certificate Manager (ACM) for the creation and life cycle 
management of digital certificates and AWS Secrets Manager for secure storage of 
keys and credentials used in provisioning system and data access in workloads, 
DevOps pipelines and more.

•   Emphasis on bring your own key (BYOK) and better encryption oversight will be 
paramount. Today, AWS readily supports import of keys generated on your own 
premises, which may be a regulatory requirement or internal best practice. Having 
industry-leading encryption storage available through HSMs may also facilitate 
better audit controls for keys and key access, as well as key life cycle management. 
Given the increasing use of encryption as a core data security control in the cloud, 
flexibility in key generation, storage and life cycle management are need-to-have 
requirements for more organizations today.

•   Technology needs to work internally and in the cloud in some cases. When using 
a hybrid architecture, you will already have some data security controls in place in 
your internal environment, and for a variety of reasons, you may need or desire to 
continue using products and services from third-party providers. Fortunately, an 
increasing number of providers have partnered with AWS through the Marketplace 
program to offer data security controls that can natively work in AWS alongside 
your existing implementations.

While some of these changes and shifts will be harder to accomplish than others, all are 
important to consider when building a hybrid architecture.

How to Build a Data Security Strategy in AWS
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Scaling Your Data Security Strategy to the Cloud

When moving to the cloud, or expanding your footprint within AWS, it’s important to 
know your data and look at tools and tactics to track your data in the cloud. Even if you 
don’t need full-fledged DLP tools (which are available), monitoring and tracking specific 
data types and access to these data stores can significantly enhance your data security 
and privacy strategy altogether. Tools like Amazon Macie can enable this capability for 
your organization simply and effectively, and you can then build specific monitoring 
workflows for alerts from this service to detect illicit access or patterns of access that 
may indicate insider abuse or compromise.

Implementing encryption in and to the cloud for transport and storage is a requirement 
for most organizations today, and the use of encryption will only continue to grow. 
The earlier you plan to leverage in-cloud tools and services to enable encryption (key 
creation, storage, access, auditing and life cycle management), the more empowered 
you will be as your cloud deployment expands. AWS KMS, for example, is integrated 
with all AWS storage models and can be used to 
store, create, audit and destroy keys. AWS CloudHSM 
provides an additional layer of security with dedicated 
hardware that also integrates with AWS KMS if needed. 
By updating your key creation, import and life cycle 
policies and processes to incorporate these cloud-
native technologies where appropriate, you will be far 
better prepared to expand encryption use as needed.

Ensure you have access controls on data stores and monitoring through audit logs, 
because all sensitive data access within the cloud environment should be monitored 
and controlled. Many of the storage types in AWS have access controls that can be 
enabled, and all data and storage access can be monitored through AWS CloudTrail. 
Amazon S3, for example, has the following controls related to access control and 
auditing.

•   Data access:

    -   IAM policies—User-, group- and role-based access control to storage buckets

    -   Bucket policies—Policies applied to a specific S3 bucket and nowhere else

    -   ACLs—Bucket- and data-specific access controls for users/groups

    -   Query string authentication—REST-based access key strings that can be passed 
to AWS for access control

•   Access logs: All S3 access and activities can be logged to a separate bucket for 
collection and analysis.

Two new features added to Amazon S3 in 2018 are critically important and can enhance 
S3 deployments’ security posture enormously. First, S3 Block Public Access is a default 
deny model for an entire account that organizations can turn on to prohibit any S3 
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bucket from being made public. Amazon S3 Object Lock can turn an S3 bucket into a 
write-once, ready-many (WORM) system, useful for legal retention of data and evidence 
in chain-of-custody cases, too.

As another example, the Amazon Relational Database Service (RDS) offers the following 
access security features:

•   DB Security Groups—Similar to AWS EC2/VPC Security Groups, these are network 
ingress controls that you can enable by authorizing either IP ranges or existing 
Security Groups. These allow access only to the database port(s) needed and do 
not require a restart of the database instances running.

•   IAM permissions—Can be used to control which Amazon RDS operations each user 
can call.

Security teams should enable a least-privilege access model for all storage services 
used within the AWS cloud, and also make sure to turn on AWS CloudTrail and any 
additional logging.

Finally, plan for all phases of the data life cycle, from creation through destruction, as 
well as changes to how data may be handled and controlled over time. In the cloud, 
there are many more storage and data control options than you likely have accessible 
in-house, and you can leverage a hybrid data life cycle strategy across them. For 
example, an organization may store certain sensitive data in Amazon S3 for a year to 
meet PCI DSS access requirements, but then move the data to Amazon S3 Glacier after a 
year to save money (where access is slower, but no longer required for compliance).

Case Study: Data Security Operations in a  
Hybrid Architecture

Acme Corp. was planning a significant cloud migration to AWS and wanted to ensure that 
it didn’t skip or fail to implement any important data security controls and processes 
that could negatively impact compliance. Additionally, Acme viewed a move into AWS 
as an opportunity to review data security controls and practices at the corporation and 
hoped to improve its security posture in many ways by taking advantage of many cloud-
native options.

First, Acme reviewed its existing data security and data classification policies to ensure 
that the language in place accommodated cloud use cases. It determined that it 
was comfortable moving all but its most critically sensitive data to the cloud to start 
and that it could revisit this decision periodically after it had things up and running 
smoothly. Personal data on customers would be migrated, as would some business 
financial data and human resources databases.

To prepare for data security in the AWS environment, the team enabled a BYOK strategy 
using AWS KMS. Within AWS KMS, Acme chose a default expiration date for keys of six 
months to start—AWS KMS even generated an automatic Amazon CloudWatch metric 
that tracks each key’s expiration to alert Acme! The enterprise security operations team 
that maintains the internal HSM at Acme updated its rotation and key management 
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processes to incorporate the use of AWS KMS, with console and AWS Command Line 
Interface (CLI) operations documented to create new keys, upload them into AWS and 
monitor for key life cycle thereafter. The team determined that it did not need to use 
AWS CloudHSM at the moment, but it decided to revisit that later as well, especially  
if/when Acme opted to move its most sensitive data into AWS.

For compliance and internal requirements, the team decided that it needed to 
implement a DLP solution in AWS. Acme’s existing in-house provider is an industry 
leader in the space, and the team preferred to continue using this solution if possible. 
After investigating options, it found that the third-party solution was available in the 
AWS Marketplace, and Acme would simply need to license a new virtual image deployed 
in the cloud.

To take advantage of many of the security features in AWS, the team selected Amazon 
S3 as the main storage location for some of the most sensitive data, primarily to take 
advantage of Amazon Macie for monitoring and reporting on sensitive data access. 
The S3 Block Public Access policy was enabled for Acme’s account, and specific 
access controls were created to enable a least-privilege access model through IAM 
privileges. Amazon S3 bucket logging was also enabled, and AWS CloudTrail was turned 
on to further monitor all access to assets in the VPC. The team also enabled Amazon 
GuardDuty to track account activity and behavior as the number of users and groups 
using AWS grows.

For all EC2 instances, the team enabled default Amazon EBS volume encryption using 
AWS KMS keys that it had uploaded from Acme. For all RDS databases, column-level 
encryption was implemented where needed, and Security Groups controlled network 
access to the databases as well.

All AWS VPC connectivity needed to be secured as well, because Acme chose to 
implement a hybrid architecture. The team easily accomplished this by setting up an 
IPSec tunnel between Acme’s on-premises network gateway and the VPG within the VPC. 
As the environment grows, it’s likely that Acme will implement a DirectConnect pipeline, 
too, but this will come in the next deployment phase.

Summary

Securing data in the cloud is easier than ever, largely because of the plethora of 
cloud-native controls and tools available. For many organizations, it’s just a matter of 
choosing the right combination of controls and services to meet their business and 
operating requirements. Encryption, access control and monitoring are all available 
readily within the AWS cloud. Encryption key storage and life cycle management are 
easily managed, but they require planning and likely adapting existing processes to use 
in-cloud platforms like AWS KMS and AWS CloudHSM. Tracking sensitive data access is 
possible at scale with services like Amazon Macie, and monitoring all user behaviors (for 
data access and more) is easily done with Amazon GuardDuty. Protecting data at rest, in 
transit and in use has always been, and will continue to be, a major priority for security 
teams. In the AWS Cloud, there are numerous ways to accomplish this.
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Minimize the risk  
of human error through 
greater user awareness

According to Gartner analyst Neil MacDonald*, “Through 2020, 80% of future cloud breaches will be due to customer 
misconfiguration, mismanaged credentials or insider theft, not cloud provider vulnerabilities.” In addition to leveraging 
the multitude of AWS services that support data security, you can also improve how you monitor and manage the human 
side of the equation through AWS services such as AWS Identity and Access Management (IAM), Amazon Macie,  
and AWS Security Hub.

For instance, the logs generated through AWS IAM provide rich insight into the activities taking place in your AWS 
environment and who is accessing what in it. Amazon Macie allows you to see where sensitive data, such as personally 
identifiable information (PII) or protected health information (PHI), is located in your AWS environment and who is doing 
what with it. Integrating these services into AWS Security Hub enables you to better understand human-driven activities 
and how to prioritize your data protection strategy accordingly. 

Gain comprehensive visibility into people’s access and activities with user-aware solutions 

Regardless of where your organization is on its cloud journey, or cloud security journey, embracing solutions with 
user-aware technology as part of your migration planning or execution can afford you greater situational awareness. 
Situational awareness is the ability to detect the occurrence of security events and understand their potential impact. 
If an event occurs you will be better equipped to respond promptly, recover capabilities or services, and make security 
improvements based on lessons learned. One technology software seller that can help improve situational awareness is 
Barracuda Networks, who have taken a strategic approach to designing solutions that integrate with the abovementioned 
AWS services.

• Barracuda Cloud Security Guardian (CSG): Understanding user availability starts with gaining greater context into
what is going on in an AWS environment. Barracuda CSG provides protection at the data plane while also enabling
comprehensive visibility, continuous compliance, and automated security controls, and eliminating configuration drift.
This solution can be used to gain a big-picture view into your AWS environment to easily spot user errors, such as
open subnets following maintenance, or misconfigured firewalls or web application firewalls (WAFs).

• Barracuda CloudGen WAF: When you move an application to the cloud, you need to secure that application as it is
only one layer of abstraction away from a user touching their keyboard. Barracuda CloudGen WAF blocks application
layer DDoS and other attack vectors directed at web-facing applications hosted in AWS, while providing strong
protection against data loss. This solution also has strong authentication and access control capabilities for restricting
access to sensitive applications and data, along with the ability to autoscale inside your virtual private cloud.

https://aws.amazon.com/iam/
https://aws.amazon.com/macie/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/marketplace/pp/B07KF2X7QJ?qid=1560464146270&sr=0-13&ref_=srh_res_product_title
https://aws.amazon.com/marketplace/pp/B014GEC526?qid=1560464065077&sr=0-3&ref_=srh_res_product_title
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• Barracuda CloudGen Firewall: Every AWS service includes built-in encryption, however going a step further by
choosing firewalls that support identity access is a best practice. Barracuda CloudGen Firewall supports distributed
app architectures with cloud components for secure, reliable branch-to-cloud connectivity. This solution provides
deep application access and full context, and offers tight integration with common authentication schemes, such as
Active Directory, for faster time to insight that’s easy to understand.

In addition to solutions from Barracuda Networks, other popular solutions in AWS Marketplace include:

• Symantec Cloud Workload Protection (CWP) for Storage: Symantec CWP for Storage helps to protect AWS
Simple Storage Service (S3) buckets, enabling secure adoption of containers and serverless technologies such as
AWS Lambda. Symantec’s suite of anti-malware technologies, including advanced machine learning and reputation
analysis, help to discover and remediate both known and unknown threats to keep cloud storage clean.

• Watchtower AI: Watchtower AI uses machine learning to identify business-critical data, like customer PII, across
your SaaS, APIs, and data infrastructure. It also supports data security and compliance initiatives with respect to
GDPR, HIPAA, PCI DSS, and other compliance regimes.

Barracuda CloudGen WAF blocks application layer DDoS and other attack vectors directed at web-facing applications hosted 
in AWS, while providing strong protection against data loss. 

https://aws.amazon.com/marketplace/pp/B010GKMEKW?qid=1560464065077&sr=0-1&ref_=srh_res_product_title
https://aws.amazon.com/marketplace/pp/B077FZP55F
https://aws.amazon.com/marketplace/pp/B07GXYMSFR?qid=1560469239896&sr=0-1&ref_=srh_res_product_title


Barracuda Cloud Security Guardian

SaaS solution provides end-to-end visibility 
and protection at the data plane
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Why use AWS Marketplace?

AWS Marketplace simplifies software licensing and procurement by offering thousands of software listings from 
popular categories like Security, Networking, Storage, Business Intelligence, Machine Learning, Database, and DevOps. 
Organizations can leverage offerings from independent security software vendors in AWS Marketplace to secure 
applications, data, storage, networking, and more on AWS, and enable operational intelligence across their entire 
environment. 

Customers can use 1-Click deployment to quickly launch pre-configured software and choose software solutions in 
both Amazon Machine Image (AMI) formats and SaaS subscriptions, with software entitlement options such as hourly, 
monthly, annual, and multi-year. 

AWS Marketplace is supported by a global team of security practitioners, solution architects, product specialists, 
and other experts to help security teams connect with the software and resources needed to prioritize security 
operations in AWS.

How to get started with security solutions in AWS Marketplace

Security teams are using AWS native services and software seller solutions in AWS Marketplace to help  
build automated, innovative, and secure solutions to address relevant use cases and further harden their 
cloud security posture. The following steps can help you get started.

Browse free trials of the solutions mentioned above by clicking on the logos below

Barracuda CloudGen Firewall
Supports distributed app architectures with both 
on–premises and cloud components

Barracuda CloudGen WAF
Blocks apllication layer DDoS and other attack 
vectors directed at web–facing applications

* Forbes. The One Cloud Security Metric Every CISO Should Know.
https://www.forbes.com/sites/forbestechcouncil/2018/08/09/the-one-cloud-security-metric-every-ciso-should-know/#2bb7b73f5375.
[Accessed: 14 April 2019].
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